
Portfolio Overview Financial StatementsStatutory ReportsESG OverviewStrategic ReviewCorporate Overview

443

4.	 Details of instances of product recalls on account of safety issues:
Number Reasons for recall

Voluntary recalls Owing to the nature of the Company’s product/service offerings [Generation , 
Procurement, Transmission & Distribution of Electricity, Smart metering and Cooling 
Solutions]; recalls are not applicable. Forced recalls

5.	� Does the entity have a framework/ policy on cyber security and risks related to data privacy? 
(Yes/No) If available, provide a web-link of the policy.
Yes, we have an information security policy in place that is consistent with our commitment to establishing and 
enhancing cybersecurity preparedness and minimizing exposure to related risks.

The B2C business of the Company, i.e. Adani Electricity Mumbai Limited, is certified with ISO-27001 Certified 
Information Security Management system has been established conforming to the ISO-27001:2013 standard. 

6.	� Provide details of any corrective actions taken or underway on issues relating to advertising, 
and delivery of essential services; cyber security and data privacy of customers; re-
occurrence of instances of product recalls; penalty / action taken by regulatory authorities 
on safety of products / services.
No corrective actions required to be taken by the Company w.r.t. on issues relating to advertising, and delivery of 
essential services; cyber security and data privacy of customers; re-occurrence of instances of product recalls; 
penalty / action taken by regulatory authorities on safety of products / services due to proactive customer 
centric voluntary initiatives are undertaken being an essential service provider to educate the consumers w.r.t. 
safety during monsoon, festive season etc., energy efficiency programs are run thru emails, SMS, roadshows, 
kiosks for energy efficient products and appliances.

AESL have also taken the following steps to secure customer data.

The Company has established a robust cyber security policy and adheres to the requirements of international 
standards like ISO 27001 for cyber security. Periodic cyber security training and awareness communication is 
used to make the employees aware about the cyber risk. Cutting edge technology controls like firewalls, secure 
web gateway, secure email gateway, EDR (endpoint detection and response), etc are deployed to protect the 
technology infrastructure. The Company has a centralized Cyber security operation centre which is the single 
point of contact for incident detection and response. This centre is operational round the clock and monitors the 
technological landscape of the organization. 

Cyber security awareness for customers

1) 	 AEML created flyers which were circulated through email educating customers on cyber threats through 
Phishing, Vishing and SMShing.

2) 	 AEML created an awareness video clip which was circulated on visual media on various security measures 
to be taken by customers against cyber threats.

3) 	 AEML circulated text messages through WhatsApp, SMS to create cyber security awareness.

Measures taken on Cyber security and Data Privacy of customers.

1)	 Data encryption while data is at REST and in Motion.

2)	 Masking of customer PII data.

3)	 Annual IT and OT Cyber security assessment through Cert-In empaneled vendor.

https://www.adanienergysolutions.com/-/media/Project/Transmission/Investor/documents/Policies/Information-and-Security-Policy.pdf

